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Abstract
Authentication plays a central role in the security of many
computing systems. Authentication is particularly critical in
cloud computing, as its failure can let attackers control the
accounts of cloud consumers and, ultimately, their resources
and data. In recent years, authentication vulnerabilities have
appeared in popular cloud offerings and platforms. More-
over, cryptographic mechanisms that have served as building
blocks of authentication protocols, besides these protocols
themselves, have also been found vulnerable. Zero-day vul-
nerabilities of this kind can let cloud consumers be hacked
without even noticing.

We propose the use of redundancy and diversity to make
cloud authentication mechanisms resistant to unknown,
zero-day, vulnerabilities. The basic idea is that by resort-
ing to more than one mechanism (redundancy) and by hav-
ing different mechanisms (diversity), even if one is com-
promised the overall authentication mechanism can remain
secure. We present an approach to create such redundancy
and diversity. We show its effectiveness with a cloud au-
thentication mechanism recently found vulnerable and with
a simpler message authentication use case.

1. Introduction
Authentication is the process of verifying the identity of
a user or program. Authentication plays a central role in
the security of many computing systems, as it allows grant-
ing/denying access to users/programs. This process is par-
ticularly critical in cloud computing, as its failure can let
attackers control the accounts of cloud consumers and, ulti-
mately, their resources and data. This criticality is shown by
the recent events that led to the termination of the Code
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Spaces source code hosting service1. Code Spaces was
hosted at Amazon EC2, one of the most popular cloud ser-
vices. An intruder, trying to extort the owners of CodeSpace,
managed to authenticate himself as administrator and delete
most of the service’s data, backups, machine configurations
and offsite backups. Although this particular case does not
seem to have involved an authentication vulnerability, a re-
cent report points vulnerabilities in interfaces and APIs as
the major cause of cloud outages [1].

Lately some authentication vulnerabilities have appeared
in popular cloud offerings and platforms [2–4]. Moreover,
cryptographic mechanisms that have served as building
blocks of authentication protocols, and these protocols them-
selves, have also been found vulnerable [5–7]. If crypto-
graphic mechanisms are vulnerable, protocols that use them
may be also vulnerable. Previously unknown vulnerabilities,
also called zero-day vulnerabilities, of this kind can let cloud
consumers be hacked without even noticing.

The use of redundant, diverse, components for fault tol-
erance and security had been much studied [8–10] and de-
bated [11, 12]. The term redundancy evokes the creation of
additional, functionally redundant, components or functions
of a system, whereas the term diversity puts the emphasis
on these components/functions being different among them-
selves. However, if redundancy and diversity are widely ac-
cepted and adopted mechanisms in fault tolerance [13], they
have been less used in security.

We propose to use a combination of diverse authentica-
tion and cryptographic mechanisms to ensure that authen-
tication remains secure, even if some of these mechanisms
have vulnerabilities and can be compromised. The recently
proposed k-zero day safety metric expresses the notion that
even a network defended with adequate security controls
may be attacked if there are zero day vulnerabilities [14].
This metric counts the number k of unknown vulnerabilities
required for an asset to be compromised. That work is con-
cerned with the security of network assets and with account-
ing for vulnerabilities mostly in servers and firewalls. Our
work may be considered to extend that notion to the realm
of authentication mechanisms.

1 Code Spaces website access on July 15, 2014: http://www.codespaces.com
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We present a novel framework for the creation of redun-
dancy and diversity in authentication mechanisms, allowing
them to remain secure even if zero-day vulnerabilities ap-
pear and are exploited. In other words, we aim to provide k-
zero day safe authentication mechanisms. To the best of our
knowledge, this is the first time diversity and redundancy are
applied to make authentication resilient to vulnerabilities.

The framework shows how to create redundancy in these
mechanisms and how to choose components in order to ob-
tain diversity. The framework is illustrated with two use
cases. The first shows how redundancy and diversity can be
used to make an authentication mechanism called Apache
Rampart resistant to a known vulnerability[4]. Rampart is
part of the Apache CloudStack and the Amazon EC2 client
library, two packages much used in cloud computing. The
second is a simpler message authentication use case that il-
lustrates the combination of hash-based message authenti-
cation codes (HMACs) or digital signatures to protect mes-
sages, letting us also assess the performance impact of our
approach.

The paper is organized as follows. Section 2 discusses
vulnerabilities in cloud authentication mechanisms and pro-
tocols. Section 3 presents the redundancy and diversity
framework. Section 4 presents the two use cases and the
experimental evaluation. Finally, Section 5 presents related
work and Section 6 concludes the paper.

2. Cloud Authentication Vulnerabilities
Recently a research team showed that two widely adopted
cloud services, Amazon EC2 and S3, and one cloud plat-
form, Eucaliptus, had authentication vulnerabilities [2].
These XML Signature Wrapping (XSW) vulnerabilities al-
lowed attackers to impersonate a legitimate user, making
possible attacks like the one that took down Code Spaces or
the theft of data and proprietary software.

XSW attacks take advantage of a separation between dig-
ital signature verification and application logic. Typically,
XML documents containing XML signatures are processed
in two steps: signature validation and function invocation
(business logic). Often, these two steps are executed by two
different modules that communicate only through a single
boolean (signature validation succeeded or failed), so they
may have different views on the data. A XSW attack con-
sists on an adversary modifying the message structure by in-
jecting forged elements that do not invalidate the XML sig-
nature. The goal of this alteration is to change the message
in such a way that the application logic and the signature
verification module consider different parts of the message.
More specifically, the idea is to force the receiver to verify
the XML signature successfully, but the application logic to
process the forged elements. This means that a signed SOAP
message and the signature verification returning true, may
have been significantly altered, which is a serious security
issue.

These vulnerabilities are not an isolated case. A recent
statistical overview of cloud computing incidents reported
in the period between January 2008 and February 2012 re-
vealed that insecure interfaces and APIs were the top threat
to cloud services, accounting for 29% of all incidents [1].
Vulnerabilities in cloud services interfaces and APIs and in
the underlying security systems have lead to various authen-
tication attacks and incidents.

Vulnerabilities in cryptographic protocols are also a se-
rious threat to authentication. The still widely used SHA-1
cryptographic hash algorithm is starting to be considered in-
secure [15, 16], as hardware speedup and research results
[6, 17] suggest collisions may be possible soon. The situ-
ation of SHA-1 shows that even extremely popular cryp-
tographic algorithms, adopted by companies and govern-
ments world-wide, may be vulnerable. This was also shown
with the previously most used cryptographic hash algorithm,
MD5, currently considered broken and inadequate for use as
part of security mechanisms [5]. Several attacks have been
demonstrated against MD5 [18, 19]. One especially relevant
for the case in point is a chosen prefix attack that allows cre-
ating rogue Certification Authorities that produce certificates
trusted by common web browsers [20].

Besides cryptographic hash functions, recent breakthrou-
ghs in discrete mathematics and other advances could un-
dermine two very important algorithms for public-key en-
cryption and key exchange, RSA and Diffie-Hellman, which
suggest that they will not be usable for encryption purposes
in 4 to 5 years [21].

3. The Approach
This section presents our framework for adding redundancy
and diversity to authentication mechanisms. We first provide
two motivating examples, then explain the basic approach,
and finally detail how to obtain diversity.

3.1 Two Examples
Authentication in the cloud can involve first authenticating
the user, then authenticating the commands/messages sent
to the cloud. The user authentication is typically a one-time
procedure executed when the user first starts a session, em-
ploying heavier security mechanisms than other operations.
This is acceptable if one assumes that the tradeoff between
security and usability will not have such a large negative im-
pact if it is performed only once, in the beginning of a ses-
sion involving a set of cloud operations. Message authenti-
cation, however, should be realized in a reasonably efficient
fashion, as there are typically many messages per session.

The two authentication procedures can be implemented
in a diverse fashion in the following way:

• Authentication of the user: can be achieved through
public-key algorithms (similarly to SSL or SSH) or using
more complex authentication protocols (like OpenID or
SAML). If two or more authentication mechanisms are
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used in conjunction or extended to use diversity, an at-
tacker will not be able to compromise a system, even if
some vulnerabilities exist.

• Authentication of commands/messages: a low-level im-
plementation of an authentication protocol could use
message authentication codes (MACs) based on cryp-
tographic hash functions, or digital signatures based on
public-key cryptography. Using two or more different
functions to authenticate each message, even if a func-
tion has a vulnerability an attacker will not be able to
falsify a message by exploiting that vulnerability. Mes-
sage authentication is employed in the authentication of
data records in SSL and the IPsec Authentication Header
(AH) protocol.

3.2 Basic Approach
Redundancy is an important mechanisms for fault tolerance.
It is used in different forms, in hardware and software [22],
and to replicate services [23, 24]. Some of the principles
driving redundant design for fault tolerance can also be ap-
plied to security, as attacks and intrusions can be consid-
ered faults [25]. In the case of authentication attacks, we
have to take into account that authentication mechanisms
are linear: either the information provided is correct and the
user/program is authenticated, or some step of the process
fails and it is not authenticated. Therefore, the idea is to em-
ploy a few redundant authentication mechanisms, and if any
of them fails, the whole authentication process fails. This is
equivalent to the notion of a series system in a fault-tolerant
hardware design, where there are N modules connected in
sequence, so that the failure of any module causes the en-
tire system to fail [22]. For authentication, this means that
a module being compromised by an attacker does not com-
promise the authentication system. More precisely, if there
is diversity among the N authentication modules, even if up
to N−1 fail to work correctly (e.g., because they are circum-
vented using zero-day attacks), redundancy ensures that the
mechanisms as as whole works correctly.

Our methodology for adding redundancy and diversity to
cloud authentication mechanisms is composed of the follow-
ing sequence of steps:

1. Determine the high-level authentication operations per-
formed by the system: user authentication, message au-
thentication, both, data transportation (in case the secu-
rity system is not tasked with the authentication itself,
but serving as middleware and working with critical data
for authentication credentials).

2. Identify the security mechanisms in use (e.g., digital
signatures, authentication protocols). If the system uses
more than one security mechanism, apply steps 3 to 5 to
each of them. Consider two aspects:

(a) Security flaws can be inherent to certain protocols,
or specific implementations of a protocol can con-

tain bugs. In this case, redundancy and diversity are
applied by using different, diverse protocols that per-
form the same task.

(b) Protocols can be insecure if the low-level mechanisms
they rely on, like cryptographic algorithms, have vul-
nerabilities. In this case, protocols are extended with
redundancy and diversity by employing diverse low-
level mechanisms that perform the same task.

3. Study alternative security mechanisms to the one in fo-
cus. Besides cryptanalysis results and weaknesses to
known attacks, take into account information about the
security mechanism’s design and structure, so that diver-
sity between the security mechanisms might be properly
assessed. This information will be used to define the di-
versity metrics.

4. Define a base set of rules to compare these alternatives
based on the diversity metrics:

(a) Analyze how the different values in a certain metric
affect diversity between the alternatives being com-
pared. As a base case, if two alternatives have differ-
ent values, they might be considered diverse. If val-
ues vary across a wide range, a scale might be used
to classify alternatives with closer values less diverse
and the opposite. Ideally, thought not always, there
will be enough knowledge to determine how each pos-
sible value compares to another individually in terms
of diversity.

(b) Judge if some metrics might have more weight in de-
termining overall diversity than others. Metrics rely-
ing on cryptanalysis results should have more impact
than other superficial metrics like year of design.

5. Decide the number of modules (N) to employ. Along with
the information collected for the diversity metrics, con-
sider the individual performance of each security mecha-
nism alternative and decide on the security/performance
tradeoff.

6. Apply the rules to all security mechanisms alternatives
combinations, and choose the one(s) that score highest.
If one combination seems as diverse as another, compare
their performance as a tie-breaker.

3.3 Metrics for Diversity
A simplistic method of implementing redundancy would
be to rank all possible authentication mechanisms from ar-
guably most secure to least secure, and select the top two.
However, simply choosing the two “best” mechanisms could
not only lead to a system with unnecessarily high time or
memory requirements, but also not take into account the pos-
sibility that the two mechanisms share a common vulnera-
bility, however secure they might be in isolation. An imple-
mentation of diversity shall aim at determining how mech-
anisms can complement each other in order to provide the
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highest level of security, by evaluating not only their resis-
tance to attacks but also details of their design and struc-
ture, in this way reducing the possible number of common
vulnerabilities amongst diverse mechanisms. Consequently,
various authentication mechanisms have to be studied and
compared before choosing which ones to implement in the
authentication system for the cloud computing platform.

Currently we only compare algorithms of the same cate-
gory, e.g., hash functions and public-key algorithms among
themselves. However, an alternative way of achieving di-
versity would be to combine algorithms of different cate-
gories, such as block ciphers with stream ciphers, or sym-
metric cryptography with asymmetric cryptography, since
the types of attacks that target these paradigms are very dif-
ferent. However, it should be noted that this approach is
more complex, may be more costly, and may introduce unex-
pected vulnerabilities. For example, extending a system that
uses symmetric cryptography to also use asymmetric cryp-
tography would involve modifying not only the authentica-
tion mechanism, but also the database, key agreement proto-
cols, application logic, etc. This would create the high risk
of introducing vulnerabilities when modifying so many parts
of the system.

Assessing how to have various cryptographic hash func-
tions or public-key algorithms operating together in a way
that enhances system security involves analyzing a multitude
of information about these algorithms, including when they
were first proposed, on what concept their design is based,
and what type of attacks they are vulnerable against. This in-
formation and more constitute the diversity metrics through
which one can ascertain the effectiveness of the diversity and
redundancy obtained by employing various mechanisms.

The following sections consider the cases of diversity
among hash functions and public-key encryption algorithms.

3.3.1 Hash Function Diversity
A first set of metrics for cryptographic hash functions is
shown in Table 1. The first diversity metrics we consider
for each algorithm is its origin (which author or institution
first proposed it) and in what year it was designed. These
metrics help to account for any similarities in design princi-
ples between algorithms, and also account for the possibility
of someone leaving vulnerabilities in algorithms intention-
ally. The diversity metrics also include the digest size and
the number of rounds, which affect both the algorithm per-
formance and security. A larger digest size results in more
expensive brute-force collision finding. Several algorithms
define what a round is differently according to their spec-
ifications, but cryptographers agree to define rounds as the
internal operations that are performed repeatedly by an al-
gorithm, and thus that also affect the amount of time an
attempted attack takes. The one-way compression function
they use (the function that transforms a fixed-length input
into a fixed-length output) is also considered since it is a
fundamental part of their design, under the metric structure.

This function provides the difficulty of, for a particular out-
put, computing inputs which compress to that output.

An additional metric is shown is presented in Table 2.
An algorithm’s weakness to collision, second preimage and
preimage attacks is an important factor to determine which
functions complement each others’ weaknesses.

Origins Year Digest Size Structure Rounds

SHA-1 NIST 1993 160 bits MerkleDamgrd 80
SHA-2 (256/224) NIST 2000 224/256 bits MerkleDamgrd 64
SHA-2 (512/384) NIST 2000 384/512 bits MerkleDamgrd 64
SHA-3/Keccak Guido Bertoni, Joan Dae-

men, Michal Peeters and
Gilles Van Assche

2009 arbitrary sponge construction Variable, 24
recommended

MD5 Ronald Rivest 1992 128 bit MerkleDamgrd 4
MD6 Ronald Rivest 2008 Up to 512 bits Merkle tree Variable
Tiger Ross Anderson, Eli Biham 1996 192 MerkleDamgrd 24
HAVAL Yuliang Zheng, Josef

Pieprzyk, Jennifer Seberry
1994 128 to 256 bits HAVAL 160/128/96

Whirpool Vincent Rijmen, Paulo S. L.
M. Barreto

2000 512 bits Miyaguchi-Preneel 10

Table 1: Cryptographic Hash Functions Diversity Metrics 1

Weaknesses (Complexity:Rounds)

Collision Second Preimage Preimage

SHA-1 Yes (251) No No

SHA-2 (256/224) Theoretical(228.5 : 24) Theoretical(2248.4 : 42) Theoretical(2248.4 : 42)

SHA-2 (512/384) Theoretical(232.5 : 24) Theoretical(2494.6 : 42) Theoretical(2494.6 : 42)

SHA-3/Keccak Reduced(280 : 4) No No

MD5 Yes (220.96) Yes (2123.4) Yes (2123.4)

MD6 230 No No

Tiger Reduced(269 : 19) Yes(2184.3) Yes(2184.3)

HAVAL Yes No No

Whirpool Reduced (2120 : 4.5) No No

Table 2: Cryptographic Hash Functions Diversity Metrics 2

Two notes. First, SHA-3 is very recent, having been se-
lected as the winner of the NIST hash function competition
on October 2, 2012, so the fact that the only reduced weak-
ness that has been found (as a result of the designer’s crypto
challenge) [26] only goes up to 4 rounds does not mean that
it is more secure than other algorithms, since possible vul-
nerabilities may be uncovered in the future once it is further
studied. Second, MD6 is included as a curiosity, since its
Merkel Tree structure is meant to exploit the potential of fu-
ture hardware processors with tens of thousands of cores,
though no formal study on how vulnerabilities might exist
when running on these theoretical processors has been done.

3.3.2 Public-key Algorithm Diversity
In the case of public-key algorithms, we also consider their
designers (origin) and year they were published (see Table
3). The mathematical hard problems at the core of their de-
sign are one of the main distinguishing factors between algo-
rithms, and resistance to a particular attack is often related to
the hardness of a problem. Therefore, we consider them im-
portant metrics and present them in the table. The capability
of algorithms to provide perfect forward secrecy (the com-
promise of a single secret value cannot lead to the compro-
mise of multiple messages) and semantic security (knowl-
edge of the ciphertext and length of some unknown message
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does not reveal any additional information on the message
that can be feasibly extracted) are the two last metrics.

It is dificult to enumerate all existing attacks on public-
key cryptography. They are different for every cipher and
even for different implementations of the same cipher, so
instead of evaluating how different algorithms resist a par-
ticular type of attack, one must consider a list of potential
attacks/weaknesses for each algorithm, as can be seen in
Table 4. Care must be taken when using this metric how-
ever, because an algorithm having a larger list of potential
attacks/weaknesses than other does not necessarily mean it
is less secure. Each potential attack/weakness must be con-
sidered separately, distinguishing those that are merely the-
oretical from those that pose an actual security risk.

Note that despite the large number of possible weak-
nesses in elliptic-curve algorithms, most of these are sim-
ply theoretical and do not reflect the fact that these functions
have been broken or are insecure. In fact, compared to tradi-
tional cryptosystems like RSA, elliptic-curve cryptography
is said to offer equivalent security with smaller key sizes,
which results in faster computations, lower power consump-
tion, as well as memory and bandwidth savings.

3.4 Combining Functions based on Diversity Metrics
Having diversity metrics for a given number of algorithms,
the next step is developing a model for comparing all al-
gorithms against one another based on those metrics, and
choosing the most efficient combinations. We devised a spe-
cific set of rules that attribute a value between 1 and 3 (quali-
tatively meaning Low Diversity, Medium Diversity and High
Diversity, respectively) for each class of metrics compared
between two functions. Combinations which scored a aver-
age of 3, and thus where considered highly diverse across all
categories, where chosen to be implemented and tested.

Based on these rules (see Table 5), the chosen hash
function combinations were SHA-1 + SHA-3, SHA-1 +
Whirlpool, SHA-2 (both variants) + SHA-3, SHA-3 + MD5,
SHA-3 + Tiger, SHA-3 + HAVAL and SHA-3 + Whirlpool.
Combinations using either MD5 or SHA-1 will not be ex-
perimentally evaluated however, since they are no longer
considered secure, as mentioned in Section 2.

Based on these rules (see Table 6), the chosen Public-Key
Combinations were DSA + RSA, DSA + Rabin-Williams,
RSA + ECDH, RSA + ECDSA, Rabin-Williams + ECDH
and Rabin-Williams + ECDSA.

4. Experimental Evaluation
The experimental evaluation aimed to explore and answer
the following questions: Are diversity and redundancy ef-
fective in preventing attacks? Can they be implemented effi-
ciently, without a large overhead in terms of time? Can ex-
isting authentication systems be extended with diversity and
redundancy, instead of being replaced or heavily modified to
prevent these attacks?

For answering these questions, we created a simple
client-server program that provides message authentication
combining two different hash functions to produce two dis-
tinct HMAC, or two different public-key functions (each
working with different key pairs) to generate private-key
digital signatures. At the same time, we wanted to test the
effectiveness of diversity and redundancy in real-word sce-
narios. We chose a practical case based on Apache Rampart
that has been proven vulnerable, and extended its authenti-
cation mechanism with diversity to see if it could prevent the
attack.

4.1 XSW Vulnerability in Apache Rampart
Besides the vulnerabilities found in Amazon Web Ser-
vices [2], Somorovsky et al. also analyzed various SAML
(Security Assertion Markup Language) frameworks and sys-
tems, and found that the vast majority of them were vulner-
able to XSW attacks [4].

One of the analyzed frameworks was Apache Axis2, the
standard framework for generating and deploying Web Ser-
vice applications, also used, for instance, in Apache’s open
source cloud computing software, Apache CloudStack, and
by Amazon’s EC2 client library. Even though both of the
previously mentioned papers suggested specific countermea-
sures for XSW attacks, we wanted to demonstrate that these
attacks might have been avoided if message authentication
was reinforced with redundancy and diversity, even without
particular knowledge of these vulnerabilities. Since the main
objective is to protect against unknown vulnerabilities, this
means that a generic authentication mechanism, not one tai-
lored to defend against XSW attacks, would have to be added
to Apache Axis2’s message authentication protocol.

The first step was to apply redundancy, meaning that a
new verification step was added to the message authentica-
tion process. If at any time one of the verifications failed,
the system would not consider the message to be valid. This
means that exploiting a vulnerability in Apache Axis 2 origi-
nal message authentication mechanism would not be enough
to compromise the system. Still, we would need to prevent
whatever vulnerabilities might affect the current message au-
thentication mechanism from also being present on the new
mechanism. The next step was to apply diversity, to avoid
common-mode failures. In this case, authenticating the mes-
sage using another method, a mechanism with different de-
sign and function than the current one.

We extended Apache Rampart version 1.6.0 (the most re-
cent one), the security module of Apache Axis 2, to provide
message authentication using HMAC alongside XML signa-
tures. The hash used for the HMAC was obtained through
a SHA-2 function implementation in the XML Security li-
brary already in use in Apache Axis 2, meaning any Apache
Axis 2 instance could be easily edited to include this simple
solution. The HMAC further required a secret key, which
was provided by Apache Rampart depending on the current
policy of the service (Apache Rampart supports symmetric

5



Designers First published Mathematical Hard Problems Perfect Forward Secrecy Semantic Security

Diffie-Hellmann Key Agreement Whitfield Diffie and Martin Hellman 1976 Discrete Logarithm Problem Yes (ephemeral keys) No

El-Gamal Encryption Scheme Taher Elgamal 1984 Discrete Logarithm Problem Yes Yes

Digital Signature Algorithm National Institute of Standards and Tech-
nology

1991 Discrete Logarithm Problem Yes No

RSA Ron Rivest, Adi Shamir, and Leonard
Adleman

1977 Integer Factorisation Problem No Yes (with padding)

Rabin-Williams Michael O. Rabin 1979 Integer Factorisation Problem No Yes

Elliptic Curve Diffie-Hellmann Key Agreement
(ECDH)

Victor Miller and Neal Koblitz mid 1980s? Elliptic Curve Discrete Logarithm Problem Yes (ephemeral keys) No

Elliptic Curve Digital Signature Algorithm
(ECDSA)

Scott Vanstone 1992 Elliptic Curve Discrete Logarithm Problem Yes No

Table 3: Public-Key Functions Diversity Metrics 1

Known Attacks

Diffie-Hellmann Key Agreement Man in the Middle Attacks, Simple Substitution Attacks, Message Replay Attacks, Denial of Service Attacks (Overloading), Fault attacks,

Side-Channel Attacks, Quantum computing attacks (Shor’s Algorithm)

El-Gamal Encryption Scheme Chosen Ciphertext Attack, Meet-In-The-Middle Attacks, Two Table Attack, Fault attacks, Side-Channel Attacks, Quantum computing attacks

(Shor’s Algorithm)

Digital Signature Algorithm Bleichenbacher Attack against the Pseudorandom Generator, Restart Attack, Lattice Attack, Quantum computing attacks (Shor’s Algorithm)

RSA Chosen Plaintext Attack, Chosen Ciphertext Attack, Blinding, Hastad’s Broadcast Attack, Coppersmith’s Attack, Franklin-Reiter Related
Message Attack, Partial Key Exposure Attack, Random Faults (Chinese Remainder Theorem), Bleichenbacher’s Attack on PKCS, Fault attacks,

Side-Channel Attacks, Quantum computing attacks (Shor’s Algorithm)

Rabin-Williams Chosen Ciphertext Attack, NFS factorization, Signing leaks, MD5 collisions, Fault attacks, Side-Channel Attacks, Quantum computing attacks

(Shor’s Algorithm)

Elliptic Curve Diffie-Hellmann Key Agreement (ECDH) Man in the Middle Attacks, Pollard-Rho Method, Menezes-Okamoto-Vanstone (MOV) Attack, Frey-Rueck attack, Weil Descent Attack, Fault

attacks, Side-Channel Attacks, Quantum computing attacks (Shor’s Algorithm)

Elliptic Curve Digital Signature Algorithm (ECDSA) Pollard-Rho method, Menezes-Okamoto-Vanstone (MOV) attack, Frey-Rueck attack, Weil Descent Attack, Signature Manipulation, Restart

Attack, Key-collisions, lattice attack, Fault attacks, Side-Channel Attacks, Quantum computing attacks (Shor’s Algorithm)

Table 4: Public-Key Functions Diversity Metrics 2

Origins Year Digest Size Structure Rounds Weaknesses

Low Diversity Same author(s) 0-5 years 0-128 bit difference Same Structure Same At least one common weakness

Medium Diversity At least one author in common 6-10 years 129-256 bit difference Different Theoretical or reduced common weakness

High Diversity Different author(s) 10+ years 256+ bit difference Different Structure No common weaknesses

Table 5: Rules for Hash Function Combinations

Origins Year Mathematical Hard Problems Weaknesses Perfect Forward Secrecy + Semantic Security

Low Diversity Same author(s) 0-10 years Same Problem More than 3 common weaknesses Both the same

Medium Diversity At least one author in common 11-20 years 1 to 3 common weaknesses One is different

High Diversity Different author(s) 21+ years Different Problem No common weaknesses Both are different

Table 6: Public-Key Function Rules

and asymmetric cryptography, as well as SAML tokens and
password authentication, among others).

WS-Attacker is a tool developed by Somorovsky et al. to
test SAML frameworks for the existence of XSW vulnera-
bilities [4]. We used this tool to test the default Rampart ex-
amples, the same used by the researchers to study the frame-
work’s vulnerability to XSW.

When using the unmodified Rampart, the tool discovered
that all examples were vulnerable to XSW. This result is
interesting because we used the most recent Rampart ver-
sion and the whole body of the XML messages was signed
and encrypted. On the contrary, when we inserted redun-
dancy and diversity in Rampart by adding the HMAC mech-

anism explained above, none of the attacks executed by WS-
Attacker was successful.

Figure 1 presents the final results shown by WS-Attacker
after testing 217 attack variations, without (left) and with
redundancy/diversity (right). WS-Attacker sends several re-
quests to the server, each with a different variation of sig-
nature wrapping, and checks to see if any of them receive a
response, indicating the server is vulnerable. On the left, it
denotes that the default implementation of Rampart is 100%
vulnerable against XSW, since several of the requests were
accepted. On the right, it shows that, using our implemen-
tation, the server could not be attacked. The rating is 20%
and not 0% because the implementation is not using any of
the XSW countermeasures, since it still uses ID referenc-
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(a) Default (b) Extended with HMAC

Figure 1: Rampart XSW Vulnerability (WS-Attacker screenshots)

ing, which the designers of the tool considered insecure, but
it serves to show that our implementation is as effective as
previous solutions.

4.2 Diverse Message Authentication with HMAC
We devised a simple client-server program, which received
the number of bytes (generated randomly) to send as a mes-
sage and two names of hash-functions algorithms. The client
would generate two different HMACs and append them to
the message, send it to the server which would verify them,
and send the result back to the client. For each hash-function
combination, we measured the time it took to generate the
HMACs, the time it took to send a message and receive a
reply back on the client-side, the time it took on the server-
side to verify the message and the total elapsed time on the
client-side. The RTT was measured with a single hop be-
tween client and server to analyze how different combina-
tions produce different message lengths and thus the effect
on client-server communications. In a real world scenario,
the RTT value would be more dependent on the number and
types of hops between client and server. We measured the
times for 1000 iterations of the program for each combina-
tion, and compared the average. We used the popular Boun-
cyCastle Crypto APIs [27] for Java to implement the neces-
sary hash-functions, but could not find a Java implementa-
tion of the HAVAL algorithm, so the SHA-3+HAVAL com-
bination is not shown. The results can be seen in Figure 2.
Figure 3 shows the final size of the message sent, the original
message of 1000 bytes with two HMACs appended.

Notably, Whirlpool and SHA-3, while being the most se-
cure functions according to Table 2, are also the ones that
have the longest total time, thus also the largest time over-
head. Although the SHA-3+Whirlpool combination may be
the most secure of all, it would be interesting to consider us-

Figure 2: HMAC Comparison (Time)

Figure 3: HMAC Comparison (Message Size)

ing either the SHA-256+SHA-3 or SHA-3+Tiger combina-
tions, which take less time. For comparison, Figure 4 shows
the time measurements for a single algorithm. This figure
makes clear that SHA-3 and Whirlpool have the worst per-
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formances, so their combination must be the worse in terms
of overhead.

Figure 4: Single HMAC Comparison

4.3 Diverse Message Authentication with Digital
Signatures

In the case of authenticating messages with digital signa-
tures, we aimed to use two different public-key functions
to generate two different digital signatures based on private
keys. Using a similar client-server structure to the above pro-
gram, we measured the time it took to generate and initialize
the key-pairs (a different process for each algorithm), the
time it took to sign the message with these two distinct sig-
natures, the time it took the server to verify the signatures,
and the total elapsed time on the client-side. We measured
the times for 1000 different executions of the program (as-
suming, as mentioned before, that user authentication should
be a one-time procedure) and again compared the average
for each public-key functions combination. Since Bouncy-
Castle did not support most of the functions we required,
the Crypto++ library, a C++ class library of cryptographic
schemes, was used instead [28]. The results can be seen in
Figure 5.

One can clearly see in the figure that, while using elliptic
curve cryptography (in the combinations that use ECDSA)
leads to a more complex signing and verification process,
the overall speed gained in key generation helps to greatly
reduce the total time. Since elliptic-curve Diffie-Hellman is
strictly a key-agreement protocol, those combinations were
not considered in the context of digital signing.

5. Related Work
Littlewood and Strigini defended the need for better under-
standing how redundancy and diversity are applicable in se-
curity, and demonstrated “the extent of their useful appli-
cability” and “ways of evaluating their advantages so as to
drive design” [11]. It is important to consider that, when
deciding in which form (if any) redundancy and diversity
should be applied in a particular context, more formal, rigor-
ous reasoning is needed. Another important point raised by
the authors is that none of the papers proposing methods for
diversity in security discuss how to choose among different

(a) Part 1

(b) Part 2

Figure 5: Digital Signature Comparison

(a) Part 1

(b) Part 2

Figure 6: single Digital Signature Comparison
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diverse designs, or how to evaluate the effectiveness of the
design once selected.

A use of redundancy in the context of security is the no-
tion of N-variant systems [29]. The objective it to defeat code
injection attacks (not authentication attacks like our work)
using a design following the series system principle men-
tioned in Section 3.2. Instead of relying on secrets, they use
redundancy (to require an attacker to simultaneously com-
promise multiple variants with the same input) and diversity
(to make it impossible to compromise all the variants with
the same input for given attack classes) . In this approach,
one program is replaced by two or more variants, each dif-
fering slightly and provided with a specific transformation
of the original input, and after all variants have finished ex-
ecution their outputs are again transformed and compared to
see if any variant failed. One variation used a mechanism,
named UID Variation, to prevent a form of authentication
attack, specifically a case study that thwarts attacks that cor-
rupt user ID values. [30].

In recent years there has been an effort to create both
frameworks for analyzing categories of attacks, and how ef-
fective diversity in general is in resisting these attacks, and
tools to help automatically generate diversity. A study was
made to give a precise characterization of attacks, applica-
ble to viewing diversity as a defense, and also show how
mechanically-generated diversity compared to a well under-
stood defence: strong typing [31]. A methodology to eval-
uate the compliance of diverse server replicas of intrusion-
tolerant systems was devised, based on the study of various
kinds of incompatibilities, which lead to the development of
a tool, DiveInto, to automatically detect these inconsisten-
cies [32]. Finally, a tool was developed to reduce the perfor-
mance overhead of using automated software diversity by
using profile-guided optimization [33].

Multi-factor authentication involves using two or more
factors for authentication among knowledge factors (e.g., a
password), possession factors (e.g., an id card), and an inher-
ence factor (e.g., a fingerprint). Multi-factor authentication
is an implementation of the separation of privilege design
principle listed by Saltzer and Schroeder [34]. Our proposal
is not about using diversity of factors of authentication, but
of authentication protocols and cryptographic mechanisms
to tolerate vulnerabilities in them.

These concrete examples of security systems based on
redundancy and diversity prove the validity and benefits of
applying diversity to security systems, and provide knowl-
edge about how to evaluate the effectiveness of diversity in
achieving security.

6. Conclusion
The objective of this paper was to show that using diverse
mechanisms an authentication mechanism will not be com-
promised even if one of the security mechanisms in place
can be attacked due to the existence of a vulnerability. This

is an important accomplishment, since it means that besides
being able to resist all the vulnerabilities discussed so far,
the mechanism can resist unknown vulnerabilities that may
be discovered in the future, providing users with a true as-
surance of security against not only current attacks but any
possible attacks that might appear in a few years.

Future work will involve further refining the diversity
metrics and the rules that define what security mechanisms
best complement each other based on those metrics. Test-
ing the security mechanism combinations obtained through
these metrics in a series of real-world scenarios will help
in developing a more robust framework and deciding which
combinations work best. Later on, other contexts in the area
of security in each the use of diversity and redundancy might
be applied must be considered. Some preliminary work has
already been done in the areas of intrusion detection and
malware prevention, and it would be interesting to test how
much of the work done in the context of authentication can
also be applied in those areas.

Although redundancy and diversity are general principles
with a wide range of applications, they are not enough to
prevent every attack. Given how hard it might be to extend
certain security systems with diversity and redundancy, they
are not a simple solution that can be applied in any case,
but rather a complex design decision that must be carefully
studied for each specific case and context. Even when they
can help prevent attacks, diversity and redundancy will al-
ways lead to a larger overhead in terms of time and mem-
ory. This is especially problematic when one considers how
many of the vulnerabilities studied can be overcome by spe-
cific countermeasures which, while only protecting from a
specific attack (and only after this attack has been found and
studied), have smaller resource costs. Thus, practical consid-
erations must be made when deciding whether or not apply-
ing diversity and redundancy to a security system design is
worthwhile.

Acknowledgments
This work was partially supported by national funds through
FCT under project PEst-OE/EEI/LA0021/2013, and by
PCAS project (co-financed by the European Commission
through the contract no. 610713).

References
[1] Ryan K. L. Ko, Stephen S. G. Lee, and Veerappa Ra-

jan. Cloud computing vulnerability incidents: A statistical
overview. 2013.

[2] Juraj Somorovsky, Mario Heiderich, Meiko Jensen, Jörg
Schwenk, Nils Gruschka, and Luigi Lo Iacono. All your
clouds are belong to us: security analysis of cloud manage-
ment interfaces. In Proceedings of the 3rd ACM workshop on
Cloud Computing Security, pages 3–14. ACM, 2011.

[3] Rui Wang, Shuo Chen, and XiaoFeng Wang. Signing me onto
your accounts through Facebook and Google: A traffic-guided
security study of commercially deployed single-sign-on web

9



services. In Proceedings of the 2012 IEEE Symposium on
Security and Privacy, pages 365–379, 2012.

[4] Juraj Somorovsky, Andreas Mayer, Jörg Schwenk, Marco
Kampmann, and Meiko Jensen. On breaking SAML: Be who-
ever you want to be. In Proceedings of the 21st USENIX con-
ference on Security symposium, Security, volume 12, pages
21–21, 2012.

[5] CERT Vulnerability Note VU836068. MD5 vulnerable to
collision attacks. http://www.kb.cert.org/vuls/id/

836068, note = Last acessed 19-6-2014.
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